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Uvod

Cile prednasky

Co si z této prednasky odnést?

i Praktické dovednosti

= Cist a interpretovat chybové hlasky kompilatoru

= Pouzivat -Wall -Wextra a opravovat varovani

= Pouzivat automatické nastroje pro kontrolu pouzivani pameti
= Pouzit debugger ve VS Code pro nalezeni chyby

= Vybrat spravny nastroj podle typu problému

= Praktické cviceni s debugovanim ve VS Code
= Samostatné feSeni problémi v domdacich tkolech
= Efektivnéjsi ladéni programi v PSY a PRP druhé poloviné semestru
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Uvod

Osnova

m Metodologie debugovani

m Co je to vlastne bug?

= Druhy bugu (a nastroje na jejich hledani)
m Manualni debugovani

m VS Code debugger
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Uvod do debugovani

Metodologie debugovani

Systematicky pristup k debugovani

1. Reprodukovat Zajistit, ze chybu umite spolehlive vyvolat
2. Izolovat Najit nejmensi pfipad, ktery chybu zpusobi
3. Lokalizovat  UrcCit presné misto v kodu
4. Opravit Implementovat reseni
5. Overit Zkontrolovat, Ze oprava funguje

Tip

Rubber duck debugging: Vysvétlete sviij kod gumové kachnlcce (kolegovi).
Casto pii vysvétlovani sami najdete chybu!
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Uvod do bugi

Co je to bug?
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Uvod do bugii

Co je to bug?

Bug je rozdil mezi navrhem
a implementaci.

= Priklady:
= Program pada (segmentation fault).
= Program (nékdy) ddva Spatné vysledky.
= Program se nikdy nezastavi.
= Program spatné formatuje vystup.

= Druhy bugu (neformaini, nebudeme zkouset):
= Logicky bug
= Technicky bug
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Druhy bugii

Technickeé bugy

‘ Poruseni danych pravidel programovaciho jazyka, nastroje nebo knihovny.

= Charakteristiky:
= Jasne vymezeneé - Casto je |ze automaticky detekovat

= Nejcastéji v C Spatna prace s paméti a ukazateli (pointery)
= Priklady:
= “Null pointer nesmi byt dereferencovan.”
= “K paméti uvolnéné funkci free nesmi byt pristupovano.”
= “Pole musi byt pristupovano pouze v ramci jeho velikosti.”
= “Funkce memcpy nesmi byt pouZita s prekryvajicimi se pamétovymi oblastmi.”
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Druhy bugi
Logicke bugy

“VSechny ostatni chyby”

Charakteristiky:

= Casto chybi jasnd specifikace - pak je tézké zjistit, co je vlastné chyba
= Vyzaduji pochopeni zameru programu

Priklady:

= “Neosetreni okrajovych pripadi (prazdny vstup, nula, zaporna ¢isla).”

= “Chyba v algoritmu (Spatnd podminka v cyklu, chybny vypocet).”

= “Nepochopeni zadani (program déla néco jiného, nez bylo poZadovano).”
= “Chybéjici validace vstupi (program spadne na neocekavany vstup).”

= “Off-by-one error (cyklus bézi o jednu iteraci vic nebo mir).”

Oblibené réeni programator: “It’s not a bug, it's a feature.”

"To neni chyba, to je vlastnost/funkcionalita.
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Druhy bugi

Zakladni debugovaci pristupy

= Cteni kédu a piemysleni o ném
m Vypisy za behu
= “printf debugging”
= Porovnavame vypisy s nasim ocekavanim ze cteni kodu.
m printf("GOT HERE");
m printf("value=%d", X);

m Kontrola za behu

mif (!(x > 0)) { fprintf(stderr, "x musi byt kladné\n");
exit(1l); }
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Druhy bugii

Pokrocilejsi pristupy pro debugovani

= Cteni kodu — Nastroje na analyzu kédu
= technické bugy
= nastroje: kompilator, staticka analyza
= Vypisy za béhu — Zastaveni programi a inspekce stavu
= Sledujeme program krok po kroku.
= |ogické i technické bugy
= nastroje: debugger
= Kontrola za béhu — assert

= |ogické i technické bugy

m assert(x > 0);
= Vyraz ktery musi platit.
= Vygeneruje vypis obsahujici vyraz a misto v kodu.

= Pro technické bugy je casto dokazeme generovat automaticky.
= Kontrola prace s paméti, nedefinované chovani, vlakna...

= nastroje: Valgrind, Memory Sanitizer...
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Druhy bugi

Pokrocilejsi pristupy pro debugovani

m Varovani kompilatoru

m Assert

m Valgrind & Address Sanitizer
m VS Code debugger
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Varovani kompilatoru




Varovani kompilatoru

int factorial(int n) {
int result;
for (int 1 =1; 1 <= n; 1++) {
result = result * 1;

}

return result;

}
cooweard

clang -Wno-everything factorial.c

= Jaky je vysledek této funkce pron = 5?
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Varovani kompilatoru

int factorial(int n) {
int result;
for (int 1 =1; 1 <= n; 1++) {
result = result * 1;

}

return result;

}
cooweard

clang -Wno-everything factorial.c

= Jaky je vysledek této funkce pron = 5?
= Program se prelozi a spusti. Ale vysledek je nahodny!
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Varovani kompilatoru

int factorial(int n) {

int result;
for (int 1 =1; 1 <=n; i++) { ... }
return result;
}
Beh 1: Beh 2:
result = 0 result = 1438953472

= Promennd result obsahuje nahodnou predchazejici hodnotu z pameti.
= Hodnota zavisi na ostatnich funkcich, optimalizacich kompilatoru, atd.

VVVVVV

vétve programu inicializuji hodnotu.
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Varovani kompilatoru

clang -Wall factorial.c

factorial.c:3:5: warning: variable 'result' is uninitialized when
used here [-Wuninitialized]
3 | result = result * i;

| N

P Pt Pt Pt Pt

factorial.c:2:16: note: initialize the variable 'result' to silence
this warning

2 | int result;
| N\

| =0

Kompilator nasel problém! A dokonce navrhuje reseni.
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Varovani kompilatoru

Toto je zaludna chyba, ktera je velmi tezké najit!

m Program mize ¢asto bézet “spravné”, ale obcas spadne
m Chovani zavisi na nahodném stavu pameti
m Program se muze chovat jinak v debuggeru nez pfi bézném spusténi
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Varovani kompilatoru

Kompilator je prvni obranna linie proti bugum.
Nikdy neignorujte varovani, pokud nechapete, co znamenaji!

Doporucené flagy kompilatoru
VZdy pouZzivejte minimalné:
-Wall -Wextra

® -Wall = zakladni varovani
m -Wextra = dalsSi uzitecna varovani

clang -Wall -Wextra -o program program.c
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Varovani kompilatoru

Co -wall a -Wextra zachyti?

il Kritické - zptsobuji pady/nahodné chovani

® -Wuninitialized: neinicializované promenné

® -Wmaybe-uninitialized: podminéene neinicializované promenne

® -Wreturn-type: chybégjici return v ne-void funkci

= -Wformat: §patné formatovaci fetézce v printf/scanf

m -Wimplicit-function-declaration: volani funkce bez deklarace/#include

Dilezité - zpusobuji Spatné vysledky

® -Wparentheses: zdmeéna = a == v podminkach

® -Warray-bounds: pfistup mimo pole (pokud je staticky detekovatelny)

® -Wsign-compare: porovnani signed/unsigned (muize zpusobit neocekavané chovani)
= -Wempty-body: strednik za if/while/for
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Varovani kompilatoru

Cteni chybovych hlasek

Anatomie chybové hlasky

program.c:15:10: error: use of undeclared identifier 'x'
| | | +-- Popis problému
| | +-- Typ (error/warning/note)
| +-- Sloupec

+-- Soubor a radek
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Varovani kompilatoru

Cteni chybovych hlasek

Anatomie chybové hlasky

program.c:15:10: error: use of undeclared identifier 'x'
| | | +-- Popis problému
| | +-- Typ (error/warning/note)
| +-- Sloupec

+-- Soubor a radek

= Prvni chybu opravte prvnil
= DalSi chyby mohou byt jen disledkem té prvni.
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Varovani kompilatoru

Cteni chybovych hlasek

Anatomie chybové hlasky

program.c:15:10: error: use of undeclared identifier 'x'
| | | +-- Popis problému
| | +-- Typ (error/warning/note)
| +-- Sloupec
+-- Soubor a radek

= Prvni chybu opravte prvni!
= DalSi chyby mohou byt jen disledkem té prvni.

Nejcastejsi runtime chyby

m Segmentation fault — pristup do neplatné pameti
® Floating point exception — déleni nulou
m Stack overflow - pfilis hluboka rekurze
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Varovani kompilatoru

Chybejici return

Funkce, ktera ma vracet hodnotu, ale nevraci ji ve vSech pfipadech.

int calculate grade(int points) {
if (points >= 90) return 1;
else if (points >= 75) return 2;
else if (points >= 60) return 3;
// Co kdyz points < 607?
} // warning: non-void function does not return a value
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Varovani kompilatoru

Chybejici return

Funkce, ktera ma vracet hodnotu, ale nevraci ji ve vSech pfipadech.

int calculate grade(int points) {
if (points >= 90) return 1;
else if (points >= 75) return 2;
else if (points >= 60) return 3;
// Co kdyz points < 607?
} // warning: non-void function does not return a value

Spravne:

int calculate grade(int points) {
if (points >= 90) return 1;
else if (points >= 75) return 2;
else if (points >= 60) return 3;
else return 4; // Vzdy musi byt pokryty vSechny cesty!
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Varovani kompilatoru

Assignment vs. Comparison

int main() {
int score = 85;
// Student chtél napsat == ale napsal =
1f (score = 100) {
printf("Perfektni skére!\n");

}
printf("Skére je nyni: %d\n", score); // Vzdy 100!
return 0;

Vystup programu

warning: using the result of an assignment as a condition without
parentheses [-Wparentheses]

10 | if (score = 100) {
] === Az
note: use '==' to turn this assignment into an equality comparison
10 | if (score = 100) {

@ 20/78


https://gitlab.fel.cvut.cz/psy/psy.pages.fel.cvut.cz/-/issues/new?issue[title]=TODO&issue[description]=Zde vložte váš dotaz či připomínku.

Varovani kompilatoru

Assignment vs. Comparison
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Varovani kompilatoru

Assignment vs. Comparison

int main() {
int score = 85;
// Student chtél napsat == ale napsal =
1f (score = 100) {
printf("Perfektni skére!\n");

}
printf("Skére je nyni: %d\n", score); // Vzdy 100!
return 0;

Vystup programu

warning: using the result of an assignment as a condition without
parentheses [-Wparentheses]

10 | if (score = 100) {
] === Az
note: use '==' to turn this assignment into an equality comparison
10 | if (score = 100) {
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Varovani kompilatoru

Assignment vs. Comparison

Spravne: if (score == 100)
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Varovani kompilatoru

Prazdneé telo cyklu

int main() {
int 1 = 0;

// Strednik za while je casta chyba!
while (i < 10); // <-- pozor na strednik!

{
printf("i = %d\n", 1);
1++;
}
// NekonecCna smycka'!
return 0;

Vystup programu

warning: while loop has empty body [-Wempty-body]
11 | while (i < 10);
| N\

note: put the semicolon on a separate line to silence this warning
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Varovani kompilatoru

String comparison

V jazyce C operator = porovnava adresy, ne obsah fetézcu.
void f(char* a) {

if (a == "hello") { /* ... */ }
}

Vystup programu

warning: result of comparison against a string literal is
unspecified

(use an explicit string comparison function instead)
[-Wstring-compare]

8 | if (a == "hello") {
| A s
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Varovani kompilatoru

String comparison

@ 24778


https://gitlab.fel.cvut.cz/psy/psy.pages.fel.cvut.cz/-/issues/new?issue[title]=TODO&issue[description]=Zde vložte váš dotaz či připomínku.

Varovani kompilatoru

String comparison

V jazyce C operator = porovnava adresy, ne obsah fetézcu.
void f(char* a) {

if (a == "hello") { /* ... */ }
}

Vystup programu

warning: result of comparison against a string literal is
unspecified

(use an explicit string comparison function instead)
[-Wstring-compare]

8 | if (a == "hello") {
| A s

Spravne:
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Varovani kompilatoru

String comparison

#include <string.h>
void f(char* a) {

if (strcmp(a, "hello") ==0) { /* ... */ }
}
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Varovani kompilatoru

Spatné formatovany fetézec

int main() {

int x = 42;
printf("%ss\n", x); // %S oCekava string, ne int!
return 0;
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Varovani kompilatoru

Spatné formatovany fetézec

int main() {

int x = 42;
printf("%ss\n", x); // %S oCekava string, ne int!
return 0;

}

warning: format specifies type 'char *' but the argument has type
‘int' [-Wformat]

3 | printf("%ss\n", Xx);

N\

| P~ ~

| %d
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Varovani kompilatoru

Spatné formatovany fetézec

int main() {

int x = 42;
printf("%ss\n", x); // %S oCekava string, ne int!
return 0;

}

warning: format specifies type 'char *' but the argument has type
‘int' [-Wformat]

3 | printf("%ss\n", Xx);

N\

| P~ ~

| %d

Spravneé: printf("%sd\n", x);
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Varovani kompilatoru

Chybejici #include

int main() {

int len = strlen("hello");
printf("Length: %d\n", len);
return 0;

// Zapomnél #include <string.h>

}

Vystup programu

error: call to undeclared library function 'strlen' with type

‘unsigned long (const char *)'; IS0 C99 and later do not support

implicit function declarations [-Wimplicit-function-declaration]
8 | int len = strlen("hello");

| N

note: include the header <string.h> or explicitly provide a
declaration for 'strlen'

Spravne:

#include <string.h>
#include <stdio.h>
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Varovani kompilatoru

Assert: Kontrola predpokladu

Co je "assert’?

Makro z <assert.h> overujici, ze plati dany vnitrni predpoklad programu.\ Pri selhani:
vypiSe vyraz, soubor a fadek a ukonéi program (rychla detekce chyby).

Pro¢ ho pouzivat?

= Dokumentuje invarianty a predpoklady pfimo v kddu
= Zastavi béh hned u zdroje problému (ne az u Spatného vysledku dal)
m Zrychluje debugovani - jasna zprava misto ticheho rozbiti stavu

= |ze vypnout v produkci pomoci -DNDEBUG

#include <assert.h>
int factorial(int n) {

assert(n >= 0); // predpoklad: vstup musi byt
nezaporny

if (n <= 1) return 1;
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Varovani kompilatoru

Assert: Kontrola predpokladu

return n * factorial(n - 1);

|

Vystup programu

Assertion failed: (n >= 0), function factorial, file main.c, line 3

Kdy NEassertovat?
= Validace uzivatelského vstupu (tam ma byt oSetfeni, ne pad)

= Zotavitelné chyby (chyba I/0, nedostupny soubor, sit)
= Situace zdvislé na prostredi (timeout, pretizeni)

Best practices

= Vyraz bez vedlejSich efektl: assert(ptr != NULL)

= Jeden jednoduchy predpoklad na jeden assert
= Pro slozitéjsi invarianty: vic jednoduchych assertli za sebou
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Varovani kompilatoru

Assert: Kontrola predpokladu

= NepouzZivejte pro bézné fizeni toku (nema se spoustét normalné)
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Dynamicka analyza




Dynamicka analyza

= Analyzovat program bez spusteni je tezké.
= Vétsina bugu hleda za béhu.

= Najde jen chyby, které se opravdu stanou pro dany vstup.
= Jak vybrat dostatek vhodnych vstupi se dozvite na pfisti pfednasce o
testovani.
= Automatické nastroje pro technické bugy.
m Pamét: Valgrind, Address & Memory Sanitizer
= Nedefinované chovani: Undefined Behavior Sanitizer
= Napriklad preteceni.
= Pozor: preteceni unsigned int je v C definované chovani!

= Vlakna: Thread Sanitizer
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Dynamicka analyza

Valgrind a Address Sanitizer

= Use after free (dangling pointer dereference)
= Double free

= Buffer overflow

= Use after scope

= Use of uninitialized memory

= Memory leaks
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Dynamicka analyza

Valgrind a Address Sanitizer

Valgrind Memcheck Address & Memory Sanitizer

= Nevyzaduje prekompilovani programu = |ntegrovany do prekladace

= Provadi preklad a vlozeni kontroly za = Pridava kontroly pfi prekladu
béhu (JIT binary translation) = Rychlejsi (1.5x-2.5x zpomaleni)

= Sleduje program s velkou presnosti = Pouzitelny i pro grafické aplikace

= Nenajde chyby na stacku = Detekuje chyby na stacku

= Vyrazné zpomaleni pfi béhu = Sleduje pamét s mensi presnosti
= typicky 10x-300x

"I oo fsanitize-address \

valgrind --leak-check=full ./ -fno-omit-frame-pointer \
program -g -0 program program.c

./program
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Dynamicka analyza

Ukazka: Buffer Overflow

int main() {
int arr[3] = {1, 2, 3};
arr[3] = 42; // Pristup mimo pole!
return 0;

}

Vystup programu

ERROR: AddressSanitizer: stack-buffer-overflow on address

Ox7ffd1234567c at pc 0x4a8b9c bp 0x7ffd12345630 sp Ox7ffd12345628
WRITE of size 4 at 0x7ffd1234567c thread TO

#0 Ox4a8b9b in main 08 buffer overflow.c:7:12
This frame has 1 object(s):

[32, 44) 'arr' (line 6) <== Memory access at offset 44 overflows
this variable
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Dynamicka analyza

Ukazka: Use After Free

int main() {
int *ptr = malloc(sizeof(int));
*ptr = 42;
free(ptr);
*ptr = 100; // Pouziti uvolnéné pameti!
return 0;

Vystup programu

ERROR: AddressSanitizer: heap-use-after-free on address
Ox602000000010 at pc O0x4a8cld bp 0x7ffd12345630 sp Ox7ffd12345628
WRITE of size 4 at 0x602000000010 thread TO

#0 Ox4a8clc in main 09 use after free.c:11:10

freed by thread TO here:

#0 Ox7f8bl234abcd in free
#1 Ox4a8bef in main 09 use after free.c:10:5
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Dynamicka analyza

Ukazka: Use After Free

previously allocated by thread TO here:
#0 Ox7f8bl234abcd in malloc
#1 O0x4a8b9b in main 09 use after free.c:8:16
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Dynamicka analyza

Ukazka: Memory Leak

int main() {
for (int 1 = 0; 1 < 100; 1i++) {
int *ptr = malloc(1024);
// Zapomnéli jsme na free(ptr)!

}

return 0;

Vystup programu

ERROR: LeakSanitizer: detected memory leaks

Direct leak of 102400 byte(s) in 100 object(s) allocated from:
#0 0x7f8bl234abcd in malloc
#1 0x4a8b9b in main 10 memory leak.c:9:20

SUMMARY: AddressSanitizer: 102400 byte(s) leaked in 100
allocation(s).
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Manualni debugovani

printf debugging

int fib(int n) {
if (n == 0) {
return n;
b
return fib(n - 1) + fib(n - 2);
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Manualni debugovani

printf debugging

int fib(int n) {
if (n == 0) {
return n;
b
return fib(n - 1) + fib(n - 2);
}

Vystup programu

Segmentation fault
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Manualni debugovani

printf debugging

Step 1: Valgrind

==118776== - Stack overflow in thread #1:
can't grow stack to Ox1ffe801000

==118776==

==118776==  Process terminating with default action
of signal 11 (SIGSEGV)

==118776==  Access not within mapped region at address
OXx1FFES8O1FF8

==]118776== Stack overflow in thread #1: can't grow stack to
Ox1ffe801000

==118776==  at 0x10913D: fib (printf-debug.c:3)
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Manualni debugovani

printf debugging

Step 2: Pridani jednoduchych vypisu

int fib(int n) {
printf("running fib"); // <---
if (n == 0) {
return n;
b
return fib(n - 1) + fib(n - 2);
}

Vystup programu

running fib
running fib
running fib
(174411x)

running fib
running fib
Segmentation fault
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Manualni debugovani

printf debugging

Step 3: Kontrola “base case” pomoci printf

int fib(int n) {

if (n == 0) {
printf("got here!\n"); // <---
return n;
b
return fib(n - 1) + fib(n - 2);
}
got here!

Segmentation fault
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Manualni debugovani

printf debugging

Step 4: Vypis argumentu funkci

int fib(int n) {
printf("“fib(%sd)\n", n); // <---
if (n == 0) {
return n;
b
return fib(n - 1) + fib(n - 2);
}

fib(3)
fib(2)
fib(1)
fib(0)
fib(-1)
fib(-2)
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Manualni debugovani

printf debugging

Step 5: Vypis dosazeni base case

int fib(int n) {
printf("entering fib(%d)\n", n);
if (n == 0) { printf("exiting fib(0)\n"); return n; }
int left = fib(n - 1);
int right = fib(n - 2);
return left + right;

Vystup programu

entering fib(3)

entering fib(2)
entering fib(1)
entering fib(0)
exiting fib(0)
entering fib(-1)
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Manualni debugovani

Zaver

Tip
Best practices pro printf debugging:

m Pouzivejte stderr pro debug vypisy: fprintf(stderr, "DEBUG: x=%d\n", X);

m Pridejte  FILE a LINE_ pro lokaci: printf("[%s:%d] x=%d\n", FILE
__LINE_ , x);

= Vzdy flushujte buffer: fflush(stderr); (pfi padu se nemusi vypsat)

= Museli jsme meénit kod a pokazdé ho prekompilovat.
= Neni lepsi zpusob?

Debugger
Debugger engines Grafické rozhrani
= LLDB (LLVM) = VS Code Debugger
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Manualni debugovani

~

= GDB (GNU) = CLion Debugger
= WinDbg (Windows) = GDB TUI, DDD, gdbgui...
= Visual Studio Debugger (Windows) = WinDhg, Visual Studio..
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VS Code Debugger

Demo: Hledani chyby v fib

gy = < > £ psy [SSH: postel.felk.cvut.cz] 8 v e 08 @
D> (gdb) Laur~ % - C printf-debug.c X S~ & M -
“ VARIABLES C printf-debug.c > @ fib(int)
1 #include <stdio.h>
2
3 int fib(int n) {
4 if (n == 0) {
5 return n; -
& 3 iéturn fib(n - 1) + fib(n - 2);
v WATCH !
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 }

v CALL STACK

v BREAKPOINTS

O All C++Exce.. &
> SSH: postel.felk.cvutcz ®0A0 @0 &> (gdb) Launch(psy) Ln8,Col1 Spaces:4 UTF8 LF {}C & Linux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

0e 08
pe @ m -

Yy = « - £ psy [SSH: postel.felk.cvut.cz] 8-
D (gdb)Laur~  £% - C printf-de = 1> 7 v T 9O0
v VARIABLES C printf-debug.c > @ fib(int)
\ Locals 1 #include <stdio.h>
n 2
S Registers C 3 iAnt fib(int n) {
Exception has occurred. X
Segmentation fault
o
~ WATCH

“ CALL STACK
fib(int n) pri.
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

Fihfint n) v
v BREAKPOINTS

(O All C++ Exce.. &
®0A0

> SSH: postel.felk.cvut.cz

4 it (n == @) {

5 return n;

6 };

7 return fib(n - 1) + fib(n - 2);
8 }

9

10 int main() {

11 printf("%d\n", fib(5));

12 }

@0 &> (gdb) Launch (psy)

Ln3,Col1 Spaces:4 UTF-8

LF

{} C

8

Linux

al
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VS Code Debugger

Demo: Hledani chyby v fib

L psy [SSH: postel.felk.cvut.cz] 8-

C printf-debug.c > @ fib(int)

) = < -
D> (gdb) Laur~ | §8% -
\ VARIABLES

' Locals 1
n = -174697 2
> Registers O 3
4
5
o 6
:  WATCH 7
8
9
10
11
12

\ CALL STACK

fib(int
fib(int
fib(int
fib(int
fib(int
fib(int
fib(int

Fihfint

n)

n\

~ BREAKPOINTS
(O All C++ Exce.. &

> SSH: postel.felk.cvut.cz

prin...
pri...

prin...
prin...
prin...
prin...

prin...

s

®0A0

#include <stdio.h>

int fib(int n) {
if (n ==10) {
return n;
I
return fib(n - 1) + fib(n - 2);
}

int main() {
printf("%d\n", fib(5));

@0 &> (gdb) Launch (psy) Ln7,Col1 Spaces:4 UTF-8

LF

0e 08
pe @ m -

yc 8

Linux

al
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VS Code Debugger

Demo: Hledani chyby v fib

Yy = « > L psy [SSH: postel.felk.cvut.cz] 8- 0 D08 O
D (gdb) Laur~ | £8% - C printf-de i 1D ¢ T OO0 g~ & [0 -
\/ VARIABLES C printf-debug.c > @ fib(int)
v Locals 1 #include <stdio.h>
n=>=5 2 ||
S Ferle 3 int fib(int n) {
> 4 if (n == 0) {
5 | return n;
6 b
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 }

~ CALL STACK Paused on br...
fib(int n) prin..

main() printf-de..

v BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4
> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

Yy = « > £ psy [SSH: postel.felk.cvut.cz] 8- I T
D (gdb) Laur~ | £8% - C printf-de i 1D ¢ T OO0 g~ & [0 -
v VARIABLES C printf-debug.c > @ fib(int)
+ Locals 1 #include <stdio.h>
n=5 2
S Registers 3 int fib(int n) {
e 4 if (n == 0) {
5 return n; o
6 s
& o WATCH D 7 return fib(n - 1) + fib(n - 2);
8 '}
9
10 int main() {
11 printf("%d\n", fib(5));
12 }

v CALL STACK Paused on step
fib(int n) prin..

main() printf-de..

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln7,Col1 Spaces:4 UTF8 LF {}C & Lnux Q
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VS Code Debugger

Demo: Hledani chyby v fib

Yy = « > L psy [SSH: postel.felk.cvut.cz] 8- 0 D08 O
D (gdb) Laur~ | £8% - C printf-de i 1D ¢ T OO0 g~ & [0 -
\/ VARIABLES C printf-debug.c > @ fib(int)
v Locals 1 #include <stdio.h>
n==a4 2 ||
S Ferle 3 int fib(int n) {
> 4 if (n == @) {
5 | return n;
6 b
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 }

~ CALL STACK Paused on br...
fib(int n) prin..
fib(int n) prin..

main() printf-de..

v BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4
> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n=3 2 B
> Registers 3 int fib(int n) {
& 4 if (n == 0) {
5 | return n;
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

v CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

main() printf-de...

v BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4
> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n=2 2 B
> Registers 3 int fib(int n) {
& 4 if (n == 0) {
5 | return n;
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

main() printf-de..

v BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4
> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n=1 2 B
> Registers 3 int fib(int n) {
& 4 if (n == 0) {
5 | return n;
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

main() printf-de...

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n==e 2 B
> Registers 3 int fib(int n) {
& 4 if (n == 0) {
5 | return n;
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

mainfl ) mrintf A~

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n==0 2
> Registers 3 int fib(int n) { ||
e 4 if (n == 0) {
D 5 return n;
6 3
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 ]
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused on step
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

mainfl ) mrintf A~

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln5Col1 Spaces:4 UTF8 LF {}C & Lnux Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n==0 2
> Registers 3 int fib(int n) {
e 4 if (n == 0) {
5 return n; ||
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
C 8 1}
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused on step
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

mainfl ) mrintf A~

v BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4
> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln8,Col1 Spaces:4 UTF8 LF {}C & Lnux Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n=-1 2 -
> Registers 3 int fib(int n) {
& 4 if (n == 0) {
5 | return n;
6 }
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

mainfl ) mrintf A~

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Lnux 0Q
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VS Code Debugger

Demo: Hledani chyby v fib

q = < - £ psy [SSH: postel.felk.cvut.cz] S e 08 @
> (gdb)Laur~ €% - C printtde = 1> S ¥ T O O Do @ m -
ke C printf-debug.c > @ fib(int)
\ Locals 1  #include <stdio.h>
n=a 2
> Registers 3 int fib(int n) {
© 4 if (n == 0) {
5 return n; i
6 3
& © WATCH 7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 3

“ CALL STACK Paused onbr...
fib(int n) prin..
fib(int n) pri..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..
fib(int n) prin..

mainfl ) mrintf A~

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felkcvutcz ®O0A0 W0 &> (gdb)Launch(psy) Ln7,Col1 Spaces:4 UTF8 LF {}C & Lnux Q

@ 61/78


https://gitlab.fel.cvut.cz/psy/psy.pages.fel.cvut.cz/-/issues/new?issue[title]=TODO&issue[description]=Zde vložte váš dotaz či připomínku.

VS Code Debugger

Demo: Hledani chyby v fib

= Vyhody:
= Nemuseli jsme menit kod.
= Vidime vSechny promenne.
= Vidime, jak jsme se na dané misto v kodu dostali.

= Co kdybychom ale zacinali s n=1007
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VS Code Debugger

Demo: Hledani chyby v fib

= Vyhody:
= Nemuseli jsme menit kod.
= Vidime vSechny promenne.
= Vidime, jak jsme se na dané misto v kodu dostali.

= Co kdybychom ale zacinali s n=1007
= Podmineny breakpoint
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VS Code Debugger

Demo

Yy = « > £ psy [SSH: postel.felk.cvut.cZ] &8 IE AN
D> (gdb) Laur~ % - C printf-debug.c X S~ & M -
\/ VARIABLES C printf-debug.c > @ fib(int)
1 #include <stdio.h>
2 L
3 int fib(int n) {
e 4 if (n == 0) {
S Expression v | Break when expression evaluates to true.
& :
T 5 ‘ return n;
6 }s
7 return fib(n - 1) + fib(n - 2);
8 ]
9
10 int main() {
11 printf("%d\n", fib(5));
12 ¥

v CALL STACK

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felk.cvutcz ®0A 0 @0 &> (gdb) Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Linux 0Q
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VS Code Debugger

Demo

gy = < > £ psy [SSH: postel.felk.cvut.cz] 8 v e 08 @
D> (gdb) Laur~ % - C printf-debug.c X S~ & M -
v VARIABLES C printf-debug.c > @ fib(int)
1 #include <stdio.h>
2
3 int fib(int n) { B
e 4 if (n == 0) {
Expression ~v n==1
ﬁb 5 ‘ return n;
\ WATCH '
6 I
7 return fib(n - 1) + fib(n - 2);
8 }
9
10 int main() {
11 printf("%d\n", fib(5));
12 ¥

v CALL STACK

' BREAKPOINTS
DAl C++Exce.. &
® [ printf-debug.c 4

> SSH: postel.felk.cvutcz ®0A 0 @0 &> (gdb) Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Linux 0Q
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VS Code Debugger

Demo

Yy = « > £ psy [SSH: postel.felk.cvut.cz] 8- 08 I & @
D> (gdb) Laur~ % - C printf-debug.c X a>v & [0 -
v VARIABLES C printf-debug.c > @ fib(int)
1 #include <stdio.h>
2 —
Click to add a breakpoint ) |
e 0) {
Condition: n == 1 p p:
& o .
T 7 return fib(n - 1) + fib(n - 2);
8 '}
9
10 int main() {
11 printf("%d\n", fib(5));
12 }

v CALL STACK

' BREAKPOINTS
DAl C++Exce.. &
© M@ printf-debug.c 4

> SSH: postel.felk.cvutcz ®0A 0 @0 &> (gdb) Launch(psy) Ln4,Col1 Spaces:4 UTF8 LF {}C & Linux 0Q
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VS Code Debugger

Zakladni koncepty debugovani

Klicové funkce debuggeru

m Krokovani
= Step Over, Step Into, Step Out, (Step Back)
m Lokalni promeénneé
m Zobrazeni aktualnich hodnot
= Watch window & vyhodnoceni vyrazii
= Sledovani a vyhodnocovani vyrazii
m Call Stack
= Zasobnik volani funkci
m Breakpoints
m Zakladni, podminéné, docasné, ...
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VS Code Debugger

Debugger ve VS Code

ext install ms-vscode.cpptools

Soubor .vscode/launch.json

"configurations": [{
"name": "C++ Launch",
"type": "cppdbg",
"request": "launch",
"program”: "${workspaceFolder}/build/program",
"args": [1,
"stopAtEntry": false,
"cwd": "${workspaceFolder}",
"MIMode": "gdb" // nebo "1ldb" na macOS

}
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VS Code Debugger

Debugger ve VS Code

#] File Edit Selection View Go

« > [

C, psy [SSH: postel.felk.cvut.cz] | C%v 0s IO

[ e S

0 Dqg__‘h‘hh;h

RUN AND .. | [» byL. ~ &b ... C printf-debug.c HE
~ VARIABLES = C printf-debug.c > ..
~ Locals 1 Stop
n=1 2 Spusténi
. ]
 Registers NG .debuggeru Run from start
Lokalni proméné ° ,
N P 6 Run Step into .. "
I . WATCH ; ep ou
9  #include <stdio.h>
i 1@
VYhO’dnoc.enl 11 int fib(int n) { Step over
vyrazu D 12 L Aktualni pozice v programu
13 return n;
14 i ¥
15 return fib(n - 1) + fib(n - 2);
16  }
17
. - 18 int main{) {
Zalozka 19 printf("%d\n", fib(5));
debuggeru il
~ CALL STACK Paused on breakpoint
fib(int n) printf-debug.c 41
fib({int n) printf-debug.c #1
fib(int n) printf-debug.c #1 ;s - -
fib(int n) printf-debug.c 71 StaCk V01an1 funkc']'
fib(int n) printf-debug.c 71
main( ) printf-debug.c 11

v BREAKPOINTS
[JAll C++ Exceptions
o printf-debug.c

®OA0D Wo

»% 85H: postel felk.cvut.cz

&> (gdb) Launch (psy)

Breakpoints

Ln9 Col1 Spaces:4 UTF8 LF

HO - o X

Sv @ m -

~Cc & Lnx 2
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VS Code Debugger

Debugger v terminalu: GDB/LLDB

Pro¢ se ucit CLI debugger?

= Dostupny vSude (i pfes SSH na serveru)
= Rychly a mocny, pokud znate prikazy
= Zdaklad pro vSechny grafické debuggery (i ten ve VS Code)

I Zakladni prikazy:

gelo o /pregirEi ® b <line|func>: breakpoint
(gdb) b main . .
(gdb) run ® run: Spustit program
(gdb) next = next: dal$i fadek (pieskoéi fce)
23332 ::ist i = step: dalSi radek (vstoupi do fce)
(gdb) continue ® print <vars: vytiskne proménnou
Egjﬁi bt-t = c nebo continue: pokracCuje v
gdb) qui )

behu

= bt: backtrace (zasobnik volani)
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VS Code Debugger

Debugger v terminalu: GDB/LLDB

= g: ukoncCit GDB
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VS Code Debugger

Kompilace pro debugging

Debug symboly

Compiler potfebuje “pribalit” informace navic'*:

= Které instrukce procesoru odpovidaji fadkim C programu
= Kde v paméti a/nebo v registrech jsou které proménné

= Pouzijte flag -g

gcc -g -Wall -Wextra -o program program.c

"Na Linuxu jsou sou¢dsti spustitelného souboru. Na Windows ve zvla$tnim souboru
* . pdb
“https://en.wikipedia.org/wiki/DWARF
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VS Code Debugger

Problém: Debugging a optimalizace

Co se stane s -02" nebo -03°?

Kompilator agresivné meni kdd, aby byl rychlejsi:

= Promeénné zmizi: Jsou ulozeny jen v registrech nebo uplné odstraneny.
= Kod se preusporada: Instrukce se presouvaiji pro lepsi vykon.

= Funkce se inlinuji: Télo malé funkce se vlozi pfimo do volajiciho.

Dusledek: Vztah mezi zdrojovym kédem a strojovym kddem je nejasny.

Jak to vypada v debuggeru?

= print x nefunguje: variable 'x' has been optimized out
= Krokovani (step/next) skace nepredvidatelné po kédu.

= Breakpointy se nemusi trefit na spravny radek.

= Hodnoty proménnych se mohou jevit jako nesmysiné.
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VS Code Debugger

Problém: Debugging a optimalizace

Doporuceni: Vzdy debugujte s vypnutymi optimalizacemi (-00).
Optimalizujte (-02, -03) az findlni, otestovanou verzi.
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VS Code Debugger

Je printf debugging vzdy spatny?

Ne! Ma své misto - rika se mu logging.

Kdy je printf debugging vhodny?

= Program v produkci (na serveru zakaznika)

= Embedded systémy (kde debugger neni dostupny)

= Real-time systémy (kde debugger by zménil timing)

= Vicevlaknové programy (debugger miize zménit race conditions)
= Dlouhodobé sledovani chovani programu
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Assert

#include <assert.h> #include <stdio.h>

#include <stdlib.h>
int factorial(int n) {

assert(n >= 0); int factorial(int n) {
1f (n <= 1) return 1; if ('(n >=0)) {
return n * factorial(n - 1); fprintf(...);
} ex1t (EXIT FAILURE);
}

if (n <= 1) return 1;
return n * factorial(n - 1);

}
cooweard

clang -DNDEBUG test.c # assert se neprovede

= Asserty se daji vypnout pri kompilaci pomoci ~DNDEBUG pro produkcni
kod.
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Zaver

Ktery nastroj pouzit?

Rozhodovaci strom

1. Program se neprelozi? — Ctéte chyby kompilatoru
2. Program se prelozi s varovanimi? — Opravte varovani (-wall -Wextra)
3. Program pada (Segmentation fault)?

— Zkuste Address Sanitizer nebo Valgrind

— Pokud stale nejasné, pouzijte debugger

4. Program dava spatny vysledek?

— Debugger s breakpointy

— Podminéné breakpointy pro specifické hodnoty

5. Program bézi pomalu/zasekne se?

— Debugger: pozastavte bézici program

6. Chyba se objevuje jen obcas?

— Zkuste Address Sanitizer nebo Valgrind
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Zaver

Zaverecné myslenky

Moudra o debugovani

“Kazdy program obsahuje alespon jednu chybu a da se zkratit o alespon jeden
radek. Z toho vyplyva, ze kazdy program lze zredukovat na jediny radek, ktery
nefunguje.”’

“Debugging je dvakrat tézsi nez psani kodu. Pokud tedy napiSete kad tak chytre, jak
jen dovedete, nejste podle definice dost chytri na to, abyste ho debugovali.”
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Zaver

Bonus: Post-mortem debugging

Vystup programu

Segmentation fault (core dumped)
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Zaver

Bonus: Post-mortem debugging

Vystup programu

Segmentation fault (core dumped)

coredumpctl list
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